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S e g u r id a d  S e g u r id a d  e n  e n  
R e d e sR e d e s

A g o s to ’2 0 0 2A g o s to ’2 0 0 2
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A g e n d aA g e n d a

• In tr o d u c c ió n

• A ta q u e

• T é c n ic a s  d e  S e g u r id a d

• A r q u ite c tu r a  d e  
S e g u r id a d

• T e c n o lo g ía s  p a r a  
S e g u r id a d

• R e s u m e n
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C h ile  : C h ile  : D e te n id oD e te n id o “ H a c k e r ”  d e  s“ H a c k e r ”  d e  s ó lo  1 5  a ñ o só lo  1 5  a ñ o s
E l M e r c u r io  E l M e r c u r io  –– A g o s to  d e  2 0 0 1A g o s to  d e  2 0 0 1

• D a ñ o s  y  p é r d id a s  p o r  m á s  d e  
$ 3 .0 0 0 .0 0 0

• S e g ú n  in v e s tig a c io n e s  s e  tr a ta  
d e  p e r s o n a s  m e n o r e s  d e  3 0  
a ñ o s
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C h ile  : S ó lo  u n  1 0 %  d e  la s  e m p r e s a s  d e n u n c ia  C h ile  : S ó lo  u n  1 0 %  d e  la s  e m p r e s a s  d e n u n c ia  
a ta q u e s  d e  h a c k e r s  :a ta q u e s  d e  h a c k e r s  : L a  T e r c e r a  L a  T e r c e r a  –– S e p t 2 0 0 1S e p t 2 0 0 1

• F a lta  d e  In v e r s ió n

• F a lta  d e  p r o fe s io n a le s  
e s p e c ia liz a d o s  e n  p r o te c c ió n  
d e  d a to s

• H a b ilid a d  d e  lo s  p ir a ta s  
in fo r m á tic o s

FACTORES QUE INFLUYEN

EN EL P ROB LEM A
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E m p r e s aE m p r e s a

L a  G lo b a lid a d  d e  lo s  N e g o c io sL a  G lo b a lid a d  d e  lo s  N e g o c io s
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In te r n e t

D is p o n ib ilid a dD is p o n ib ilid a dE s c a lib ilid a dE s c a lib ilid a d S eS e g u r id a dg u r id a dA d m in is tr a c ió nA d m in is tr a c ió n

A u m e n to  d e  
a c c e s o  a  

c o n te n id o s

N u e v a s
A p lic a c io n e s

B a s e  u s u a r io  
E x p a n d id a

C a m b io s  e n  e l eC a m b io s  e n  e l e -- B u s in e s sB u s in e s s

E -C o m m e r c eE -C o m m e r c e
S u p p ly  C h a in  
M a n a g e m e n t

S u p p ly  C h a in  
M a n a g e m e n t

C u s to m e r
C a r e

C u s to m e r
C a r e

W o r k fo r c e
O p tim iz a tio n
W o r k fo r c e

O p tim iz a tio n E -L e a r n in gE -L e a r n in g
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E m p lE m p le a d o se a d o s /H a c k e r s/H a c k e r s
8 0 %  8 0 %  P é r d id a  F in a n c ie r aP é r d id a  F in a n c ie r a

S c r ip t K id d ie s , S c r ip t K id d ie s , A ta q u e s  E s tr u c tu r a d o sA ta q u e s  E s tr u c tu r a d o s //O r g a n izO r g a n iz a d o sa d o s

In fo r m aIn fo r m a c ió nc ió n A lte r a d aA lte r a d a
SS is te m a s  D a ñ a d o sis te m a s  D a ñ a d o s
A ta q u e s  d e  A ta q u e s  d e  V ir u sV ir u s

C a m p u s

D e nD e n e g a c ió n  d ee g a c ió n  d e S e r v icS e r v ic ioio
E n tr a d a s  n o  A u to r iz a d a sE n tr a d a s  n o  A u to r iz a d a s

A ta q u e s  d e  A ta q u e s  d e  V ir u sV ir u s

P e r im e tr o

In te r c e pIn te r c e p c ió n  d e  D a to sc ió n  d e  D a to s
AA lte r alte r a c ió n  d e  D a to sc ió n  d e  D a to s

F o n d o s  s in  p r o te c c ió nF o n d o s  s in  p r o te c c ió n

S itio s  R e m o to s

In te r n e t

C a m b io s  e n  la  C a m b io s  e n  la  S eS e g u r id a dg u r id a d
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• R e q u ir id a  p a r a e -b u s in e s s

S e g u r id a d  : C a m b io s  d e  R o lS e g u r id a d  : C a m b io s  d e  R o l

• H a c ie n d o  n e g o c io s  s e g u r o s  
e n  a m b ie n te s  in s e g u r o s

• E s ta b iliz a n d o  c o n s is te n c ia  
e n p o lític a s  c o r p o r a tiv a s

• A d m in is tr a c ió n  y  C o n tr o l 
C e n tr a liz a d o

• P r o c e s o  c o n tin ú o  —
r e q u ie r e  u n a  d e fe n s a  e n  
p r o fu n d id a d
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S o fis tic a c ió n  d e
la s  H e r r a m ie n ta s
d e H a c k e r

S o fis tic a c ió n  d e
la s  H e r r a m ie n ta s
d e H a c k e r

P a c k e t F o r g in g /S p o o fin g

2 0 0 11 9 9 01 9 8 51 9 8 0

P a s s w o r d  
G u e s s in g

S e lf R e p lic a tin g  
C o d e

P a s s w o r d  
C r a c k in g

E x p lo itin g  K n o w n  V u ln e r a b ilitie s

D is a b lin g  A u d its

B a c k  D o o r s

H ija c k in g  
S e s s io n s

S w e e p e r s

S n iffe r s

S te a lth  D ia g n o s tic s

C o n o c im ie n to  
T é c n ic o  
R e q u e r id o

C o n o c im ie n to  
T é c n ic o  
R e q u e r id o

A lto

B a jo

T e n d e n c ia  e n  la s  C a p a c id a d e sT e n d e n c ia  e n  la s  C a p a c id a d e s
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E x te r n a l
E x p lo r a c ió n

E x te r n a l
E x p lo r a c ió n

7 5 %  V u ln e r a b le
(9 5 + %  V u ln e r a b le  

E x te r n a m e n te  c o n  E x p lo r a c ió n  
S e c u n d a r ia )

7 5 %  V u ln e r a b le
(9 5 + %  V u ln e r a b le  

E x te r n a m e n te  c o n  E x p lo r a c ió n  
S e c u n d a r ia )

In te r n e t

1 0 0 %  V u ln e r a b le1 0 0 %  V u ln e r a b le

In te r n a l
E x p lo r a c ió n

In te r n a l
E x p lo r a c ió n

D ia l-In
E x p lo r a c ió n

D ia l-In
E x p lo r a c ió n

6 5 + %  V u ln e r a b le6 5 + %  V u ln e r a b le

S o u r c e : C is c o  S e c u r ity  P o s tu r e  A s s e s s m e n ts — A ll F ig u r e s  A r e  A p p r o x im a te

V u ln e r a b iliV u ln e r a b ilid a d e s  a l A ta c a r  R e d e sd a d e s  a l A ta c a r  R e d e s
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H a c k e r sH a c k e r s &  C r a c k e r s&  C r a c k e r s
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S is te m a s  
M a n e ja d o r e s  

(H a n d le r )

2 . In s ta c ió n S o ftw a r e  
p a r a  S c a n , C o m p r o m e te  
e In fe c ta A g e n te s

4 . C o m a n d o s  
C lie n te  p a r a  
H a n d le r s  
c o n tr o la n d o  
A ta q u e  M a s iv o

S is te m a s  A g e n te s

3 . A g e n te s  s o n  c a r g a d o s  r e m o ta m e n te  c o n  
s o ftw a r e  d e  A ta q u e  

S is te m a  C lie n te
1 . S c a n  d e S is te m a s
p a r a  H a c k e o

D is tr ib u te d  D e n ia l o f S e r v ic e  (D is tr ib u te d  D e n ia l o f S e r v ic e  ( D D o SD D o S ))
C ó m o  tr a b a ja  ?C ó m o  tr a b a ja  ?
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H o s t “ A ”
C o m p r o m e tid o

H o s t “ B ”

A ta c a n te
F u e n te : A ta c a n te
D e s tin o : H o s t “ A ”
P u e r ta : 2 5  S M T P

F u e n te : A ta c a n te
D e s tin o : H o s t “ A ”
P u e r ta : 2 5  S M T P

F u e n te : H o s t “ A ”
D e s tin o : H o s t “ B ”
P u e r ta : 2 3  T e ln e t

F u e n te : H o s t “ A ”
D e s tin o : H o s t “ B ”
P u e r ta : 2 3  T e ln e t

S iS i

F u e n te : A ta c a n te
D e s tin o : H o s t “ B ”
P u e r ta : 2 3

F u e n te : A ta c a n te
D e s tin o : H o s t “ B ”
P u e r ta : 2 3

A ta q u e  p o r  RA ta q u e  p o r  R e d ir e ce d ir e c c ió n  d e  P u e r tac ió n  d e  P u e r ta
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A ta q u eA ta q u e
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• F a s e 1 : R e c o n o c . R e d
• F a s e 2 : A d u e ñ a r s e d e  u n s is t.
• F a s e 3 : E x p lo ta c . C o n fia n z a
• F a s e 4 : S a c a r  P r o v e c h o
• F a s e 5 : A d u e ñ a r s e d e  la  R e d

R e d  C o m p r o m e tid aR e d  C o m p r o m e tid aB u ild in g  M o d u le M a in fr a m e  M o d u le W A N  M o d u le

In te r n e t

S M T P

D N S

H T T P /S S L

S e r v e r
M o d u le

In te r n e t 
M o d u le

In v ite m o sIn v ite m o s a  u n  H a c k e r !a  u n  H a c k e r !
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R e c o n o c im ie n to  d e  R e dR e c o n o c im ie n to  d e  R e d

A ta c a n te

S M T P

D N S

H T T P /S S L

M a r c a d o r :
S e g u r id a d  d e  R e d =  
H a c k e r =

0
0

• P in g  b a r r id o
• S c a n  d e  p u e r ta
• O tr o s

W h o is

D N S

W e b  p a g e s

In te r n e t
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E x p lo ta c iE x p lo ta c ióó nn
R e la c io n e s  d e  R e la c io n e s  d e  C o n fia n z aC o n fia n z a

In te r n e t

S M T P

D N S

O W N E D : H T T P /S S L

• M á s  r e c o n o c im ie n to
L o g  file s , P r o c e s s e s

C o n fig  file s

P a s s w o r d  c r a c k in g

S n iffin g

• D e s c u b r im ie n to  d e  
“ B a c k -e n d  d a ta b a s e ”

B a c k -E n d
D a ta b a s e

M a r c a d o r :
S e g u r id a d  d e  R e d =  
H a c k e r =

0
1

A ta c a n te
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S a c a r  P r o v e c h oS a c a r  P r o v e c h o !!

S M T P

D N S

D u e ñ o : H T T P /S S L

In te r n e t
F u e n te : A ta c a n te

D e s tin o : W e b  S e r v e r
P u e r ta : 2 5  (S M T P )

F u e n te : A ta c a n te
D e s tin o : W e b  S e r v e r

P u e r ta : 2 5  (S M T P )

F u e n te : W e b  S e r v e r
D e s tin o : B a c k -E n d D a ta b a s e
P u e r ta : 2 2  (S S H )

F u e n te : W e b  S e r v e r
D e s tin o : B a c k -E n d D a ta b a s e
P u e r ta : 2 2  (S S H )

F u e n te : A ta c a n te
D e s tin o : B a c k -E n d  D a ta b a s e
P u e r ta : 2 2  (S S H )

F u e n te : A ta c a n te
D e s tin o : B a c k -E n d  D a ta b a s e
P u e r ta : 2 2  (S S H )

B a c k -E n d
D a ta b a s e

D U E Ñ O :

B a c k -E n d
D a ta b a s e

• C o n fig u r a c ió n  p a r a  
r e d ir e c c ió n  d e  p u e r ta
• E je c u ta a ta q u e

• R o o t v ia  d e c ifr a r
p a s s w o r d s

M a r c a d o r :
S e g u r id a d  d e  R e d =  
H a c k e r =

0
2

A ta c a n te
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D u e ñ o  D u e ñ o  d e  la  R e dd e  la  R e d

S M T P

D N S

D u e ñ o : H T T P /S S L

In te r n e t

B a c k -E n d
D a ta b a s e

D U E Ñ O :

B a c k -E n d
D a ta b a s e

D U E Ñ O :

B a c k -E n d
D a ta b a s e

• P a s a lo s fir e w a ll’s
• N o  m á s s e g u r id a d
• M á s r e c o n o c im ie n to
• E x p lo ta c ió n  

V u ln e r a b ilid a d e s
M a r c a d o r :
S e g u r id a d  d e  R e d =  
H a c k e r =

0
3

A ta c a n te
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S M T P

D N S

O W N E D : H T T P /S S LO W N E D : H T T P /S S L

In te r n e t

O W N E D :

B a c k -E n d
D a ta b a s e

O W N E D :

B a c k -E n d
D a ta b a s e

• H a c k e r  tie n e  u n  n u e v o  
lu g a r  d e  ju e g o !

D u e ñ o  T o ta l D u e ñ o  T o ta l d e  la  R e dd e  la  R e d

M a r c a d o r :
S e g u r id a d  d e  R e d =  
H a c k e r             = 7 5 2

0

A ta c a n te

• P a s a lo s fir e w a ll’s
• N o  m á s s e g u r id a d
• M á s r e c o n o c im ie n to
• E x p lo ta c ió n  

V u ln e r a b ilid a d e s
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N u e s tr a  R e d  ... N u e s tr a  R e d  ... 
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C o n fig u r a n d o  u n a  C o n fig u r a n d o  u n a  D is tr ib uD is tr ib u c ió n  d e  R e dc ió n  d e  R e d

A g e n te sA g e n te s

A g e n te sA g e n te s
H a n d le rH a n d le r

A ta c a n teA ta c a n teIn te r n e t

• A ta c a n te  c r e a
h a n d le r

• H a n d le r  o b s e r v a  y  
c r e a  a g e n te s
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A taA ta q u e  q u e  !! !!!!

• H a c k e r  c o o r d in a a ta q u e
A g e n te sA g e n te s

A g e n te sA g e n te s
H a n d le rH a n d le r

A ta c a n teA ta c a n te

R e d  V ic tim aR e d  V ic tim a

A g e n te
(2 5 )

A g e n te
(2 5 )

H a n d le r

H a n d le r

In te r n e t

IS P

R e d  
D is tr ib u c ió n  

“ B ”

R e d  
D is tr ib u c ió n  

“ A ’

IS P

• A n c h o  d e  B a n d a  d e  la  R e d  
V ic tim a  e s  r a p id a m e n te  
c o n s u m id o
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A ta q u eA ta q u e –– R e v is iR e v is ióó nn

• R e d  c o m p r o m e tid a  fu e  
c o m p le ta m e n te  a c c e s a d a

F ir e w a ll a c tu a r o n  s e g ú n  
c o n fig u r a c ió n

• D D o S fu e  c o m p le ta m e n te  e x ito s o
A n c h o  d e  B a n d a  d is p o n ib le  p a r a  In te r n e t fu e  
c o n s u m id o

M e d id a s  d e  p r o te c c ió n  D D o S e n r o u te r s  y
fir e w a lls  n o  fu e r o n  c o n s id e r a d o s



2 5© 2 0 0 2 , C is c o  S y s te m s , In c . 

D is tr ib u te d  D e n ia l o f S e r v ic e  (D is tr ib u te d  D e n ia l o f S e r v ic e  ( D D o SD D o S ))
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T é c n ic a sT é c n ic a s
e n  S e g u r id a de n  S e g u r id a d
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S is te m a s  p a r a  S is te m a s  p a r a  D e te cD e te c c ió nc ió n
d e  In tr u s o s  (ID S )d e  In tr u s o s  (ID S )

• H o s t ID S  y  N e tw o r k  ID S
A m b o s  tie n e  s u  lu g a r

• A c c ió n  o  A la r m a  ?

S iS i

A ta c a n te

S e r v ic io s  In te r n o s

S e r v ic io s  P ú b lic o s U s u a r io s  In te r n o s
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CC o m m ite d  o m m ite d  AA c c e s s  c c e s s  R a teR a te (C A R )(C A R )
V e lo c id a d  d e  A c c e s o  C o m p r o m e tid aV e lo c id a d  d e  A c c e s o  C o m p r o m e tid a

L im ite e n  p in g  d e  s a lid a  a 2 5 6  K b p s  
in te r fa c e  x y  

r a te -lim it o u tp u t a c c e s s -g r o u p  1 0 2  2 5 6 0 0 0  8 0 0 0  8 0 0 0
c o n fo r m -a c tio n  tr a n s m it e x c e e d -a c tio n  d r o p  

!
a c c e s s -lis t 1 0 2  p e r m it ic m p  a n y  a n y  e c h o
a c c e s s -lis t 1 0 2  p e r m it ic m p  a n y  a n y  e c h o -r e p ly

R e d

IS P

R e d

C lie n te

In g r e s o  a In te r n e t
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• D D o S m itig a c ió n

• O p tim iz a c ió n  d e l 
A n c h o  d e  B a n d a

S iS i

A ta c a n te

S e r v ic io s  P ú b lic o s

S e r v ic io s  In te r n o s

U s u a r io s  In te r n o s

C lie n te

D D o S  
A g e n te

P u e r to s :
8 0

4 4 3

O KO K

F u e n te : A ta c a n te
D e s tin a tio n : S e r v ic o s  P ú b lic o s
P u e r to : 2 3 (T e ln e t)

F u e n te : A ta c a n te
D e s tin a tio n : S e r v ic o s  P ú b lic o s
P u e r to : 2 3 (T e ln e t)XX

F u e n te : D D o S  A g e n te
D e s tin a tio n : S e r v ic o s  P ú b lic o s
P u e r to : U D P  F lo o d

F u e n te : D D o S  A g e n te
D e s tin a tio n : S e r v ic o s  P ú b lic o s
P u e r to : U D P  F lo o d

XX

F iltr a je  e n  e l P r o v e e d o r  d e  F iltr a je  e n  e l P r o v e e d o r  d e  
S e r v icS e r v ic io s  (IS P )io s  (IS P )
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In te r n e t

M ó d u lo  In te r n e t

C A R

S o u r c eS o u r c e D e s tin a tio nD e s tin a tio n P r o to c o lP r o to c o l A c tio nA c tio n

O u ts id eO u ts id e

O u ts id eO u ts id e

O u ts id eO u ts id e

O u ts id eO u ts id e

M a il 
S e r v e r
M a il 

S e r v e r

W e b  
S e r v e r
W e b  

S e r v e r

D N S  
S e r v e r
D N S  

S e r v e r

W e b  
S e r v e r
W e b  

S e r v e r
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M a ta d a
S e s ió n
M a ta d a

A C L  R o u te r  
R e c o n fig u r a d a

A c c e s o  D e n e g a d o

A C L  R o u te r  
R e c o n fig u r a d a

A c c e s o  D e n e g a d o

D e te c c ió n  d e  In tr u s o sD e te c c ió n  d e  In tr u s o s
S e n s a n d o  la  R e d

A ta q u e  H o s til!
R e s p u e s ta  A u to m á t.
1 . T C P  R e s e t
2 . M a n io b r a

A ta q u e  H o s til!
R e s p u e s ta  A u to m á t.
1 . T C P  R e s e t
2 . M a n io b r a
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• P e r im e tr a l
A p p lia n c e

• D M Z
P r o te je  s e r v ic io s e -b u s in e s s

A p p lia n c e , s w itc h y h o s t

• In te r n a l
A r e a s c o n  a lta s  p é r d id a s  
fin a n c ie r a s y  b a jo  e s fu e r z o  e n  
s e g u r id a d !

A p p lia n c e , s w itc h y  h o s t

A tta c k e r

S w itc h
ID S

H o s t ID S

S iS i

ID S
P e r im e tr a l

ID S
In te r n a l

D e te c c ió n  d e  In s tr u s o sD e te c c ió n  d e  In s tr u s o s
L u g a rL u g a r
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6 .6 .-- A d m in is tr a c ió n  d e  A d m in is tr a c ió n  d e  
S eS e g u r id a dg u r id a d



6 0© 2 0 0 2 , C is c o  S y s te m s , In c . 

• A d m in is tr a c ió n  d e  S e g u r id a d  C e n tr a liz a d a  p a r a  
la s  C o r p o r a c io n e s

• In te g r a c ió n  c o n  s is te m a s  a d m in is tr a c ió n  d e  r e d  
c e n tr a l y  s e r v ic io s  d e  d ir e c to r io s

• A d m in is tr a d o r e s  d e  d is p o s itiv o s p a r a  s is te m a s  
in d iv id u a le s

• A P Is a b ie r ta s  p a r a  a d m in is tr a c ió n  d e  p a r tn e r s      
(E c o s is te m a )

A d m in is tr a c ió n  
d e  S e g u r id a d  
C o n s o lid a d a

• D is p o s itiv o s

• P o lític a s

• U s u a r io s

A d m in is tr a c ió n  
d e  S e g u r id a d  
C o n s o lid a d a

• D is p o s itiv o s

• P o lític a s

• U s u a r io s

A d m in is tr a c ió n  d e  S e g u r id a dA d m in is tr a c ió n  d e  S e g u r id a d

In te r n e t 
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T e c n o lo g ía s  p a r a  T e c n o lo g ía s  p a r a  
S e g u r id a dS e g u r id a d
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C o m p o n e n tC o m p o n e n t ee ss p a r a  u n a  R e d  S e g u r ap a r a  u n a  R e d  S e g u r a

Id e n tid a dS e g u r id a d  
P e r im e tr a l

M o n ito r e o  d e  
S e g u r id a d

A d m in is tr a c ió n  
d e  S e g u r id a d

C o n e c tiv id a d  
S e g u r a

V P NV P N
C is c o  V P N  
C o n c e n tr a to r s  

C is c o  P IX ™    
F ir e w a lls

C is c o  V P N  
C o n c e n tr a to r s  

C is c o  P IX ™    
F ir e w a lls

D e te c c ió n  d e  
In tr u s o s
S c a n n in g

D e te c c ió n  d e  
In tr u s o s
S c a n n in g
C is c o  ID S  
A p p lia n c e s  
C is c o  ID S  
A p p lia n c e s  

A u te n tic a c ió nA u te n tic a c ió n

C is c o  A c c e s s  
C o n tr o l S e r v e r
(A C S )

C is c o  A c c e s s  
C o n tr o l S e r v e r
(A C S )

P o lític a sP o lític a s

C is c o W o r k s
V P N  M g m t 
S o lu tio n

C is c o  S e c u r e  
P o lic y  M a n a g e r
(C S P M )

W e b  D e v ic e  
M a n a g e r s

C is c o W o r k s
V P N  M g m t 
S o lu tio n

C is c o  S e c u r e  
P o lic y  M a n a g e r
(C S P M )

W e b  D e v ic e  
M a n a g e r s

F ir e w a llsF ir e w a lls
C is c o  P IX ™    
F ir e w a lls
C is c o  P IX ™    
F ir e w a lls

C is c o  IO S  
V P N

C is c o  IO S  
V P N

C is c o  IO S    
F ir e w a ll

C is c o  IO S    
F ir e w a ll

C is c o  IO S  ID S
C a t 6 k  ID S M

C is c o  IO S  ID S
C a t 6 k  ID S M
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In te r n e t 

C a m p u s P e r ím e tr o S itio s  R e m o to s

• C a ta ly s t 6 5 0 0  S w itc h
•V L A N
•P r iv a te  V L A N
•ID S  L in e  C a r d
•IO S  F ir e w a ll

•C is c o  S e c u r e  P o lic y  
M a n a g e r  / C S P M

• C a ta ly s t 6 5 0 0  S w itc h
•V L A N
•P r iv a te  V L A N
•ID S  L in e  C a r d
•IO S  F ir e w a ll

•C is c o  S e c u r e  P o lic y  
M a n a g e r  / C S P M

•IO S  
•P IX  F ir e w a ll 5 2 5 /5 3 5
• V P N  3 0 0 0
C o n c e n tr a to r  S e r ie s

• ID S  4 2 2 0 /4 2 3 0
• 7 1 x x /7 2 x x /7 5 x x  
R o u te r s

•C is c o  S e c u r e  A C S

•IO S  
•P IX  F ir e w a ll 5 2 5 /5 3 5
• V P N  3 0 0 0
C o n c e n tr a to r  S e r ie s

• ID S  4 2 2 0 /4 2 3 0
• 7 1 x x /7 2 x x /7 5 x x  
R o u te r s

•C is c o  S e c u r e  A C S

• P IX  F ir e w a ll 
5 0 1 ,5 0 6 , 5 1 5
• ID S  4 2 1 0
• V P N  3 0 0 0  C lie n t
• 1 7 x x /2 6 x x /3 6 x x  R o u te r s

• P IX  F ir e w a ll 
5 0 1 ,5 0 6 , 5 1 5
• ID S  4 2 1 0
• V P N  3 0 0 0  C lie n t
• 1 7 x x /2 6 x x /3 6 x x  R o u te r s

T e c n o lo g ía s  p a r aT e c n o lo g ía s  p a r a S eS e g u r id a dg u r id a d
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S e c u r ity  
M o n ito r in g
S e c u r ity  

M o n ito r in g

P r iv a c y  / 
V P N

P r iv a c y  / 
V P N

P o lic y  
M a n a g e m e n t

P o lic y  
M a n a g e m e n t P e r im e te r  

S e c u r ity
P e r im e te r  
S e c u r ity

Id e n tityId e n tity

In te g r aIn te g r a d od o

T r a n s p a r e n tT r a n s p a r e n t eeOO b iq ub iq u oo ss

R e s u m e nR e s u m e n
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• L a  S e g u r id a d  e s  u n  s is te m a  
e n  la  R e d

• S e g u r id a d  e n  R e d  e s  m á s  
q u e  F ir e w a lls

• U n  b u e n  S is te m a  d e  
A d m in is tr a c ió n m á s  D e fe n s a  
e n  P r o fu n d id a d e s  ig u a l a  
S e g u r id a d  e n  R e d

S u m a r ioS u m a r io
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L a  S e g u r id a d e s ta  e n  la  R e d

=  S e g u r id a d  d e  R e d

E nE n C o n c lu s iC o n c lu s ióó n …n …

• P e r s o n a s

• P r o c e s o s

• P r o d u c to s




